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Abstract— The Identity-Based Internet Protocol (IBIP) Network
project is experimenting with a new enterprise oriated network
architecture using standard IP version 6 protocol @ encode user
and host identity (ID) information into the IP address. Our
motivation is to increase our security posture by dveraging
identity, reducing our threat exposure, enhancing isuational
understanding of our environment, and simplifying retwork
operations. Our current implementation plan uses oedentials
from the Common Access Card (CAC) to establish a 4bit user
ID and credentials stored on the computer's TrustedPlatform
Module (TPM) to establish a 40-bit host ID. The renaining part
of the IP address can be a standard (/48) networkrefix or
support a (/32) prefix and a 16-bit group tag. A egistration
process (built on top of an 802.1x security framewk) then
occurs between the host and a registration serverwhich is
currently an enhanced RADIUS server). The IBIP regstration
server then validates the credentials and automatidly configures
the edge router, fronting the host, with appropriae access
privileges so that no IP address spoofing (or impspnation) is
permitted. Hosts that are client machines do not &ve their IP
addresses advertised across the network - basicaliyaking them
unreachable or hidden from reconnaissance initiatecby other
clients. Servers have their IP addresses advertideas usual. A
unique IPv6 extension header was conceived to enabteturn
traffic to hidden clients. This approach will alsoprovide support
for approved peer-to-peer applications which may hee hidden
clients at both ends (voice-over-IP phones, for ergle). All
infrastructure devices (routers, switches, DNS, DHE, and other
designated servers) are also not directly accesstbby end user
machines. For servers, the user ID is replaced whita service ID
which can be used to identify and enforce policiesn what the
server is permitted to do. For example, if the seer policy is to
function only as a web server, access control impteented on the
edge router in front of that server would only pernit web
transactions from entering the network. Attempts b use other
non-approved applications such as telnet or ssh care explicitly
blocked or monitored and reported. These access mools are
created and deployed from the IBIP registration sever without
human intervention, reducing the likelihood of human error
while simplifying configuration and training. All  policy
violations are also reported via syslog messagingsing existing
infrastructure devices) which enhance situational nderstanding.
In summary, this network architecture hides a majoity of the
machines and infrastructure devices from unapprovedaccess,
enforces strong ubiquitous authentication for bothhost and user,
enables enforceable authorization policies, simpléds the
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configuration of routers, and provides improved sitiational
understanding.

Index Terms— Attribution, identity, IPv6, next generation
networking, policy-based networking.
I. INTRODUCTION

he Identity-Based Internet Protocol (IBIP) Netwaoudi

project has developed a new network architectumegus
standard IPv6 protocol features to encode user laost
identity (ID) information into the IP address. Quptivation
is to increase our security posture by leveragidgniity,
reducing our threat exposure, enhancing situational
understanding of our environment, and simplifyingtwork
operationsThis architecturénides a majority of the machines
from unsolicited access (enables a “need-to-knawitept for
access), enforces strong ubiquitcagthentication for both
host and user (prevents impersonation),
enforceableauthorization policies for servers (prevents non-
approved applications from accessing the networkljhe
architecture results in a policy-driven network figuration,
in which all but initial, basic router settings afelly
automated. Situational understanding is signitigan
improved as a result of comparing unfolding evetds
authorized policies. Any action that is not autbhed becomes
a policy violation and can be monitored and peeditt
(permissive mode) or monitored and blocked (rebtganode
at higher threat conditions). The high level catsefor this
IBIP network architecture came from a six-month adien
DARPA funded initiative entitled “Alternative Netwio
Architecture Analysis” [1]. Since then, MITRE hdsy the
past two years, continued evolving the conceptdaaloped
a prototype network that spans between Bedford, &
McLean, VA.

Il. RESEARCHOBJECTIVES

The objective of our research is to determine wérette can,
for an enterprise of the size of the US Army (rdygh2
million), provide a significant enhancement to netk
security by making three fundamental changes ta#teork
architecture while preserving the investment insgng
equipment;

The first change is to usdentity (of hosts and users) as the
basis for addressing in the network instead of ¢herent
practice of using network topological addressehis Tdentity
information is supported by strong authenticatioschanisms
to establish access control and authorization jeaslifor the
network. We initially chose to work with IPv6, Wiits 128-

and enables
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bit address, instead of IPv4, which has a 32-bdresks, in
order to carry this identity information with eanbtwork data
packet. However, in FY12, we developed a concepise
IPv4 as well (see section 4).

The second change seeks to reducethheat surface in the
network by limiting access to end-user system#iénrtetwork
while permitting full visibility of server systemsrThis limited
access to end-user systems must be mitigatesupport
return traffic from a server back to the client end-user

I1l. TECHNICAL APPROACH

To carry out the above objectives, IBIP introdute®e key
enhancements to the existing network. Tihg enhancement
is the introduction of a registration server thabvides the
authentication and network access service. Bemond
enhancement is associated with reducing the threat surface by
hiding client machines, implementing organizational
segregation, and anti-spoofing. Ttiérd enhancement that
IBIP introduces is additional network operationformation

system, authorized peer-to-peer communications, such a¥hich results inimproved situational understanding

Voice over IP (VolIP) telephones, Help Desk functigremote
desktop connection), and certain background ses\soeh as
asset inventory or patch management service. ¥evakh to
make the infrastructure devicemccessible to the typical user
to further provide protection of the infrastructuas well as
create a detection capability for potentially mialis behavior
(direct attempts at accessing infrastructure deviasea policy
violation). This change basically hides all cliamachines and
infrastructure devices from network reconnaissamddle
being able to quickly detect when such attemptsadoess
these hidden assets occur.

The third change is to dramatically improve thewusk
configuration control and situational understandiagd in
doing so, to improve Network Operations. By esshig
and implementing a set @ermissible-use policies, Network
Operations personnel may become informed of exzeptio
these policies to identify and address emergingessn the
network before it can affect mission operatiorBermissible
use, in this context, defines what a system (cliensenver) is
permitted to do on the network. For example, Web server
is authorized to function only as a web server éatilsing
ports 80/http and 443/https, for example), it i$ aothorized
to run a trivial file transfer service (or tftp sing port 69, for
example). Consequently, the server is also ndtagized to
run malware that uses other ports.
such application is clearly detected (and blockedjh
existing infrastructure equipment and requires dditeonal
sensors. To be practical, however, these polices
reconfiguration of the infrastructure must be awited (not
involve user intervention) in order to simplify wnetrk
operations and monitoring. Figure 1 illustratessththree key
objectives.

1 — Encode Identity in IP Address

N

e
IPv6 Address => 2001:000:0020:FE14::0E35
Prefix HostID UserID

Hides
workstations

¢== 2-Reduce ThreatSurface

“Permissible
Use”
Makes infrastructure inaccessible

3 — Enhance Network Operations

o

Security
metrics now
possible!

Policy violations
providesituational
awareness

Figure 1. Three Key Objectives of IBIP
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A. Authentication and Network Access

One of the key tenets behind the IBIP architectigrehe
incorporation of user and host identities into tReaddress.
Some of these ideas came from exploring extendiorthe
host identity protocol work [2] and concepts toyenet source
address spoofing [3]. From a practical viewpoimte

envisioned that a person’s Common Access Card (GAG)d

form the basis of the user’s identity and the geveey held in
the computer's Trusted Platform Module (TPM) cofddm

the basis for the host's identity. Other autheaiitm

mechanisms are possible as long as traceback to
authenticity of the credentials could be assured.

and

Our initial approach was to use the existing amhdardized
802.1x security framework with dual certificates n¢o
representing the host and the other representimgisker). A
commercially available software application called
supplicant is used to initiate the 802.1x secuhindshake
with the local Ethernet switch to gain network asce The
supplicant uses the host's certificate to gain sec® the
802.1x-aware Ethernet switch. The supplicant om hiost
presents the user- and host-credentials to thectswithich
then initiates a secure exchange with our registraterver to
authenticate the credentials. Successful autlagidic

Any attempt to executgrovides notification to the switch to modify thaith port

configuration from the “not connected” (or mitigaii
network) position to the normal network accessusgirtlocal
area network (VLAN). Our specific instance of the
registration server uses the standard RADIUS pobtdo
carry out the actual authentication service (ag pérthe
normal 802.1x framework). Failure to authenticaitber the
host or the user results in no network connectivity
constrained to the mitigation network). After egxdo the
switch port is authorized (to the “normal” netwarkhe
registration server calculates the IPv6 addresiseohost using
the combination of the user and host credentiadsissues the
address to the Dynamic Host Configuration Prot¢BaiCP)
server. This IPv6 address is bound to the hosegentials
(further processed as a 128-bit universally-unigieatifier or
UUID) such that only that host can retrieve this@Raddress
from the DHCP server. The IPv6 address is fundaatign
subdivided into three parts: the network prefi2 dts), the
host identity (48 bits), and the user identity p48). Figure 2
shows such an implementation. Another variant ceduthe
48 bits of the identity field to 40 bits and comdmsnthe
resultant 16 bits to represent a group tag. Thisgtag can
then be used to identify a higher level organizadlo
abstraction for which group access policies caorkated and
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enforced.
IPv4 Solution Also Exists!

User

credentials - ﬂ
i
[ l Host credentials

; ~ Trusted
Platform Module

f (—L\
IPv6 Address => 2001:000:0020:FE14::0E35
Prefix HostID User ID

Figure 2. Example of Using Credentials to Create IP Address

Within the enterprise network, the address is ¢eats a
“/128” address (in other words, only one host petwork).
While the host is obtaining its IPv6 address frdra DHCP
server, the registration server consults the paliatabase for
that user-host combination in orderaatomatically configure
the switch, a proxy router, and edge router supmpthat host
with new configuration information such as ingrefitters
(derived from the role of that host and user).prAxy router
was inserted between the edge switch and the emgerrto
carry out routing, filtering, and IP address mafation not
supported in existing routers. Its use enablescthwinued
use of all existing infrastructure equipment witho n
modifications. However, it is envisioned thatfitsictionality
can be (one day) migrated to existing routers dtcbes as
value added features. In our current implememnatite
switch is also pre-configured as a private VLAN Isubat
every port on that switch (except for one) is costgly
segregated from the other pdrts The remaining port is
configured as a “promiscuous” port (which carridistraffic
from the other private VLAN ports) and is connectedthe
proxy router. The Ethernet switch is also autofigumed to
lock down the MAC address to the physical porthaf $witch.
The proxy locks the MAC to the IP address. Anyrg®to
the above results in the port transitioning backatd'not
connected” state or the proxy dropping the pachkdtlagging
the event as a violation. This network admissiomticd
process is illustrated in figure 3.

A. Reducing the Threat Surface

The second key IBIP tenet seeks to reduce thetthoetace in
the network by limiting access to end-user systémshe
network while permitting full visibility of serversIn effect,
we try to “hide” our client workstations as well asl
infrastructure devices such as routers, switches n@twork

! Throughout this document, the teringress will mean toward the
network (away from the client or server).

2 The use of Private VLANSs is specific to the Cisswitches we are
currently using, and are a matter of convenien@gher techniques exist that
are applicable to other switches. As part of aditéeon into operational use,
the equipment database that associates the swirthamth specific vendor
equipment must be augmented with configurationinestappropriate for that
equipment. The Cisco Private VLAN configurationtines will be assigned
to a library of functions appropriate for Cisco whlies, while other routines
will be developed and associated with other swichEo the extent possible,
we use capabilities that are standard across mi#feyedit kinds of equipment
(for example, the use of 802.1x), however, in d¢entases, the standardization
hasn’t caught up with the functionality.
while maintaining the auto-configuration propert@siBIP by having these
device-specific configuration libraries.

©2012 The MITRE Corporation. All Rights Reserved.

In thaseses, we accommodate that

DHCP
Server

User credentials @mc Gard
_'—‘_1, Host credentials
o ~Tmsted Platform Module

“m)Generate P Address => Prefix Host User

Auto-configure devices
to preventaddress
spoofing and enforce
access control policies

Default
Mitigation
VLAN

]

Registration Server
(RADIUS)

E]

Suppllcant +— 802.1x Switch
=| Generate
E2 |P address

l
[t gse|

Figure 3. IBIP Network Admission Control

operations servers. “Off by Default” conceptsifpired this
line of thinking. After all, if you can’t see iyjou can’t attack
it. However, more dynamic means to implement ckanig
policy were necessary and the idea of using blotierd in a
dynamic environment was not acceptable. Insteadchliose
to have client workstations specifically registerdients that
are treated in a special way. All “hidden” cliehi@ve source
IP addresses that anet routable within the network and, as
such, cannot be accessed by another machine (oliesatrver)
without a “need-to-know” (even if one knows thedédress).
We currently use the low order bit of the group taggncode
if this IP address is to be routed or not. Thexprthen
enforces this encoding which is also validated rurthe
registration process when the address is creatadclient
cannot, therefore, scan (discovery technique) amncaonicate
with another client in general. Any attempts byhast to
access hidden client (without a “need to know”)owerride
policy by modifying the address is clearly idemifi as a
policy violation, syslog’ed, and alerted to netwarnierations.
This “need to know” may be temporary such as whearser
needs to know how to communicate back with thentl{ghat
initiated the communication) or semi-permanent sasiVolP
phones (where each VolP phone is considered a tidde
client). Server IP addresses are advertised aedtslcan
send a packet to the server. The next logicaltmpress how
does the server communicate back to the clientt ifsi
unreachable? When a hidden client sends a packesérver,
our proxy router detects that the source is a mddient and
processes the packet by adding a new IBIP IB#6énsion
header. The IBIP extension header uses the standard IPv6
extension header option to preserve the clientigrcso IP
address in the extension header while it replawesource 1P
address with that of the proxy’s IP address (wlsctoutable
within the infrastructure). In other words, thexyy replaces
the hidden source’s IP address with its own IP eskland
“stores” the client’'s IP address in the extensieader. The
resulting packet has fully routable source and idason
addresses and can support asymmetric network gpptiths.
An example of this process is shown in figure 4.

Client
Return via this address

IPv6 Address Structure \

IBIP Proxy _ A > . .
ﬁ i D: Destination IP X D: Destination IP
T—’ S: Client's IP (NR) | & | S: Proxy’s IP 7
End-user REO(:.I%ZI Ext. Hdr - none EH: Client’s IP (NR)
Switch IP Payload IP Payload

Edge Equipment

NR - Non routable

Figure 4. IBIP “Hidden Client” Header Extension
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stolen and some insider (or adversary on an inside maghin
As the packet arrives at the edge proxy near tlséinddion, had the usernames and passwords of routers withen t
this “destination” proxy router detects that thek®t has an infrastructure, that insider (or hackesjpuld not be able to
IBIP extension header and processes the packettmstitute access such infrastructure devices. Any attempt to do so will
it back to its original state (less normal decretimgn be clearly flagged and alerted to NetOps.
statistics). At the same time, that proxy mairgaa short-
lived cache of the “return via” proxy address tdden client
address association (representing the “need to 'Rndev
support the return traffic from the server to thierd. When
the server sends the packet using the hidden 'slidRt
address, the proxy checks its “return via” cacHat finds an
entry for that client's address (associated witat therver's
address), then it will replace the client's addresth the
proxy’s “return via’ address and place the cliergttress in
an extension header. If it doesn't find such aheaentry (no
initial contact or entry has timed out), then thiexy discards
the packet due to being “unreachable” (and NetCps le
notified). When the packet arrives at the proxat tinonts the 1PlICe manua
client (e.g., the return destination), the proxytedés the become a s_lgn|f|9ant source of vulnerab|I|F|esodUCed by
existence of the IBIP extension header and prosesise Nhuman configuration mistakes. As such, this apgrds not
packet to re-instantiate it back to its originadtst(as sent by been pursued with much success in the past. 1BIBés of
the server). This process maintains the data riitgegf the identification, registration, and anti-spoofing aemabling

packet between source and destination (enablingteeedd features that allow us to reconsider this approach.
IPsec, for example). Experimentation with IBIP’s automated network cguofiation

) capabilities indicate that these potentially comple

In order to accommodate authorized peer-to-peerPXP2configurations (derived from policies a user camamstand)
applications such as voice-over-IP and other collation 50 pe implemented  automatically ~without human
tools, such workstations (or handsets) can betergid to be jntervention. A key challenge is whether we can accurately
authorized P2P applications. Such a registratimegss will  Jefine policies for what a server is permitted to do without
permit the proxy to obtain the necessary infornmtitm ambiguity and gain security benefits without increasing
populate its “return via” data cache without hav'nge_ived a complexity. To address this challenge, we commissioned a
packet from the other source. The same modelwatk for  ojicy-oriented penetration test in which a sesydtems (that
Help Desk operations and background service afiit? pag heen brought together as part of a larger sealtency
such as asset inventory or patch management. experiment) was targeted as an environment for gadicy

In addition to hiding client machines, IBIP addiegsalso has analysis. Our goal was to determine if such pedicould be
a powerful feature that permits implementation of aSuccinctly defined such that the operational usthefsystem
organizational or group structure that can be dsedreating Was not impacted while effectively thwarting theeaipts of a
ingress or egress policies. These policies, in,taan create highly skilled insider-based network penetratioante The

logical network segmentation and separation. Whie initial testing indicates that these policies can be defined and

original IBIP IPv6 address was segmented into tisesstions:  that such policies do prevent network reconnaissance and

32 bit network prefix, 48 bit host identity, and 4@t unauthorized applications from accessing the network. In

user/service identity, we are experimenting withdividing add]tlon, unauthorized activities are clearly idfgaible with

the host/user identity such that 16 bits (8 bitsnfreach Minimum false alarms.

identity field) of the 96 (combined) bits of theeittity fields The success of the policy-based network configomati
can be used for what we are callingraup tag. In fact, the efinition in our initial penetration testing igsificant, in that
use of the low order bit of the group tag has bexa@rkey i yalidates another key implementation concepthia IBIP
means for supporting the identification of “unrcalef 1P gpproach:  that policies can be defined and appiied
addresses (and thus, has now become the norm).s Thierarchical manner, with a subordinate organizatio

B. Network Configuration Control and Stuational
Under standing

IBIP hides clients while leaving servers visibléd natural

consequence of this is that malicious intruderd it more
focus on attacking the servers. This will be eidlgctrue if

malware is on the client (which may be difficultdwoid), or
if an insider is trying to retrieve information fexfiltration, or
if a bad actor has managed to remotely log in andying to
establish additional footholds. For client mackingource IP
filtering on the ingress direction is relativelyaghtforward
from a policy viewpoint. Server side ingress filbg can
become complicated and if implemented manuallgait also

approach still leaves 40 bits for identity (ovetriflion values
for users and another trillion values for hosts kiclw should
be sufficient for most enterprises). Using thipraach we
can use the remaining 15 bits of the group tag rtavige
another means to identity the host-user as pasbofe higher
level group. For example, all infrastructure desgiqswitch,
routers, proxy, registration server, DHCP servég,)ean be

inheriting the policies of its superior organizaso and
implementing supplementary policies as needed. aldb
greatly simplifies a technique known in the Army ‘dask
Organization,” in which a unit from one organizatias
assigned to a different organization to supportission. For
example, a Radio Company from Brigade A could lsgagd
to Brigade B by simply causing it to inherit Brigad’s

designated as:nfrastructure (as a succinct and different policies. All equipment in the Company can be upday a
group). A policy can then be created that prevents $ECesingle reassignment action which causes the adetassture

from any non-infrastructure device to any infrastme-

and network access policies associated with Brigade be

addressed device basically making the infrastrectuppplied to the Radio Company in transition. Thetrene

inaccessible to the end user. Even if roatedentials were

©2012 The MITRE Corporation. All Rights Reserved.

anyone in the Radio Company logs in, that persdinnaiv be
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part of Brigade B and have the IP address assdcigitd that
organization (along with all approved access pedki The
host and user IDs typically will remain constantilehthe
group tag will now reflect the new organizationa¢rarchy
(along with any network prefix changes). We hawgraented
our Network Operations control console with thdigbio see
and manipulate ai®rganizational View of the network, in
addition to aTopological View, which is more typical for
network operations. This Organizational View makesasy
to manipulate organizational entities, such as ¢kample
Radio Company, through a simple click-and-dragrfate, so
that the reassignment of the Radio Company to Heda is
effected through a single mouse action that applieshe
entire Company. This action causes all systemecaded
with that company to be updated with the policissomiated
with Brigade B including re-addressing all systamithin that
Radio Company. In this specific case, the host aser
identities still remain the same but the groupgagion of the

translation services. In addition, as packetsretite IBIP

network “from the outside,” the TG can appropriatetark

the group tag of the source along with validating host and
user identities (if appropriate) such that fineiigr@ desired)
access policies can be enforced on that traffibe TG will

support external VPN connectivity along with used éhost
authentication.

V. RESULTS ANDACCOMPLISHMENTS

The prototype IPv6 infrastructure has been opeayafior
several months. Some preliminary performance and
penetration testing has been conducted with engmga
results.

Currently, the IBIP proxy represents a performatmestraint
given the IP header processing and access coiiteslng it
conducts on a per packet basis. One instance ropmxy,
currently implemented on a Dell Precision 690 (Cdr@uad

organizational “ownership.” This tag can then bsedi to
create access control policies specific to the mmgdion (as
well as finer grain controls associated with therff®st). In
addition, tags can be dynamically assigned asgfatholistic
view of what is happening. In addition to usersthand
organizational identities, this tag could also esgnt physical
location, time of day, proximity to recent loginnch many
other concepts not envisioned as yet. It provitiespotential
to associate the address with contextual underistgndWe
have only started to explore the many possible @seshis

type of policy-based logical segmentation throughlicqy

definition.

IV. ON-GOING DEVELOPMENT

In 2012, two key on-going research and developraetitities
are an IPv4 version of an IBIP-enabled network angrust
Gateway to permit communication between an IBIRquied
network and the rest of the world.

The IPv4 version of IBIP is based on a transpoyédahim

that sits between the IP header and the TCP or b&iler
(using an experimentation protocol type in the qcot field).

Its field break out is virtually identical to the28 bit IPv6

address structure with one exception. In lieuhaf ¢32-bit)

IPv6 network prefix, the IPv4 address is kept iattslot. This
permits the “hidden” IPv4 source address to be gedfor

the proxy’s address while still carrying the prawyhidden-
source association in the packet. In theory, serd® not
need to have such handling. However, if such hiagdks

omitted from server communication, the ability teeuthe
group tag (contained in the shim) would disappeas. such,
the current investigation is examining the pros ands for
adding this shim to all devices (but at a costnofeéasing the
packet size shim by 32 bytes vice 16 bytes withserver
support). Various means to compress this inforonatising
technology related to robust header
dictionary look up substitution are possible buesantly
outside the scope of this effort.

The Trust Gateway (TG) is the IBIP boundary deuhbat
performs IBIP specific network address translatmmiween

compression  al

a one gigabit per second interface card) using 1péBkets
while supporting a total of 1300 filtering rule$his translates
to being able to support 130 workstations (or ssjvevith
each system having, on average, 10 filtering rulés.most
cases, the typical workstation is only expectedsupport a
handful of rules (primarily source IP admissior§ervers, on
the other hand, can have much more complex filets.s
However, it is the aggregate in the proxy that ténihe overall
packet per second threshold. The unidirectionedutphput
(ingress direction) of this proxy as a functionfadme size
(and aggregate filter rule size) is illustratedigure 5.

1200

8

~80K packets/sec

g

~48K packets/sec —*+—0Rules
=i—~650 Rules

Forwarding Throughput (Mbps)
I @
8 8

[ %
=

=)¢=~1950
: ~33K packets/sec

) ’ . .
o 200 400 600 800 1000

Frame Size (Bytes)

8

1200 1400 1600

Figure 5. Proxy Throughput as Function of Filtering Rules

For penetration testing, the test team was congbrisk
MITRE individuals skilled in penetration testingagtices,
uninvolved with the development of the IBIP capiibei, but
fully briefed and tutored on its theory of operati@and
implementation by the IBIP research staff. Thegpetion
test was conducted in a progressive manner withh eac
objective having sub-objectives. If the pen teait could not
accomplish the initial objective, they were proddeavith
additional information (such as credentials) to mde the
ngt sub-objective. A network operations team was
constituted to monitor the NetOps displays. Thele was
strictly passive with explicit instructions not fmevent any
detected penetration other than what automatedieslcarry
out. In addition, they were to reconstruct, inl iae, what
the penetration testers were doing and not relyooansics.

IPv6 and IPv4 systems as well as providing the DN$he penetration test had five key objectives:

©2012 The MITRE Corporation. All Rights Reserved.
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1) Gain access to the network.

2) Use unregistered or stolen user credentials to gedess
to the network.

3) Conduct network reconnaissance (once validated fwith

network access).

4) Impersonate or spoof another IP address (fake

validated in-use address).

5) Gain access to a server (write a file on targetesgusing

a simulated zero-day exploit or a pre-planted baokd

The penetration test team wast successful in any of their
objectives. Throughout the test, the pen test tesas
provided with any information they needed such #sfet
addresses and IP addresses. They had full knowletithe
entire network topology and, in many cases (objesti2- 5),
operated as full insiders with valid user and hoetentials.
They were provided with a computer platform thad valid
credentials (except during test objective 1 whemnty avalid
hardware certificates were provided) and were aliwed to
bring their own machines (to which we would providaid
hardware certificates). For objective 5, the teeas provided
a username/password to access a telnet serveegegping
the pre-planted backdoor) on a server platform thas
registered to operate as a web server (our petrtessise
policy). Our network operations team was the dafenblue
team and was instructed not to take any correcstons.
They were able to reconstruct a majority of the fest team
activities with few missteps. They were also ablearry out
their situational understanding without having torg over
historical log files.

Another outgrowth of this study has been the abilib

e Improve situational understanding that can provide

guantitative security metrics that enables confidem
the “goodness” of the network security status.

VI. CONCLUSION

We believe that there is strong potential that tB&
network architecture can significantly improve thetwork’s
Q&curity posture and enhance the situational utateting of
the infrastructure. The IBIP network use of autteation and
admission control does not permit anonymous traéfia
enables IP traceback (within the enterprise, thargbling
accountability into the network). It also attempdsdefine
“permissible use” of all servers — thus enabling tionitoring
of potential policy violations. IBIP’s policy-bage@pproach to
network access, configuration, and monitoring rezgli
network and security operations teams to understahdt
applications and servers are running on the netwcofkey
also need to consciously decide what the polisiesild be
regarding those applications and servers. Theleigmare
reusable, durable, and the key benefit is a momuree
network — one that has “raised the bar” for cyhtackers to
establish and maintain a foothold within the entiem
However, there is added work to understand andeithase
policies. In addition, an IBIP network will provédone with
the most up-to-date knowledge of what and who istten
network as well
understanding of policy violations. If IBIP cond¢gsgan force
all activities (including malware and insider adtas) to
operate within approved authorized “channels” (ggrts and
protocols), can host based security benefit andan more
specific application layer behavioral monitoringdareduce
the attack surface of the host? This is a hypaheat is

quantitatively collect security metrics that provide some sendgeing further explored in FY12.

of the “goodness” of the security posture of thémoek — a
historically difficult challenge. Being able toys¢hat there
have been no network scans or unauthorized applisabhow
has more meaning. However, exploits that opedateugh
approved channels (ports and protocols) are stilketected by
the IBIP architecture. By corralling potentiallyalitious
activities within authorized channels, host-basegliaation
oriented firewalls (or specific application layerefvalls) can
take on a new meaning and purposefulness.

The results of these initial tests indicate thasth attributes
increase overall network security. If the role mdtwork

security is to authenticate the origin of all traf(including

anti-spoofing), enforce a need-to-know for accesshability,

and force the traffic to operate within approvedaruhels
(ports and protocols), these enforceable polices grovide
the following security benefits:

* Limit classical network reconnaissance

« Prevent unauthorized applications from entering t

network

&)
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